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Introduction

Northern Arch Learning Partnership uses closed circuit television (CCTV) images to provide a
safe and secureenvironment for pupils, staff and visitors, and to protect School property.

The purpose of this Policy is to regulate the management, operation and use the CCTV system
at Northern Arch Learning Partnership acdemies.

This Policy is intended to ensure that the School operates the CCTV system in compliance
with General Data Protection Regulation 2018 (GDPR), the Information Commissioner’s
CCTV Code of Practice and other relevant legislation.

Purpose of the CCTV System

The Schools have installed the CCTV system to:

. Deter crime

. Increase personal safety and reduce the fear of crime

. Assist in the prevention and detection of crime

. Assist with the identification, apprehension and prosecution of offenders

. Protect the school buildings and property

. Assist with the identification of actions that might result in disciplinary proceedings
against pupils and staff

. Assist in the management and monitoring of school facilities including the
investigation of accidents

. and as a means of providing assistance to staff in the case of emergency situations

The system comprises of a number of cameras. These cameras are located around the
school building and sites. Information regarding the location and type of each camera is
updated by the Schools/College ICT Team.
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The CCTV system includes cameras covering:
. The Rydal Academy’s grounds

. Longfield Academy grounds, Sports Hall
. Hurworth School’s Grounds

The CCTV systems are owned and operated by the Schools. The Headteacher/Head of
School have overall responsibility for the CCTV systems. The ICT Support Team are
responsible for the day-to-day operation of the systems.

The servers which support the cameras and record the images captured are kept in secure
locations to which only authorised staff have access. The Schools will treat the systems and
all information, documents and recordings obtained and used as data which is protectedby
General Data Protection Regulation 2018 (GDPR) and viewing and copying of the images will
be strictly controlled. Provision of images to external agencies will only be provided in line with
paragraph 4.5 below.

The images captured by the cameras are recorded continuously. The images are only viewed
when there has been a specific event regarding whichcamera images are required.

Design and Operation of the System

The static cameras have been directed where they will not focus on private homes, gardens
and other areas of private property. Their positioning will be checked on a regular basis by ICT
staff to ensure that they have not moved.

Warning signs have been placed at all entrances to the CCTV area and, in addition, further
reinforcing signs have been posted inside the area. All signage in terms of location and
content is compliant with the Information Commissioner’'s Code of Practice.

Viewing and Storing the Images

The following members of staff are authorised to view images captured by the CCTV system:

. Members of the Senior Leadership Team

. Members of the ICT Support Team

. Site Staff

. Trust Operations & Business Manager

. Any other staff as delegated by the Principal/Head teacher/Head of School required to

assist in the identification of pupils.

Staff will only view images whenthey have been alerted to a particular incident which has
happened or is ongoing.
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Images from the CCTV system can be viewed:

. The Rydal Academy — at a secure access terminal in a restricted access area.
. Longfield Academy — at a secure access terminal in a restricted access area.
. Hurworth School — at a secure access terminal in a restricted access area.

. Queen Elizabeth IV College

Viewing of images will only take place in restricted areas and where visibility of images is
restricted to authorised personnel only. The Schools/College ICT team must ensure that a
password protectedscreensaver is activated.

Images captured by the system will only be used for internal purposes and will only be shared
with law enforcement agencies where a crime needs to be investigated. Any other requests
for images should be refused, except in some very limited circumstances where itmay be
appropriate to release images to a third party. In such cases the agreement of the
Headteacher/Head of School must be sought before this information is released.

Materials or images secured as a result of CCTV will not be used for any commercial purpose
or released to the media.

When images are released to any external body, including the police, this will be done by
downloading information and sharing via a secure digital format. The following information will
be recorded and logged by the Schools/College ICT Team for each request:

. The date and time images were provided to the external body

. The details of the person to whom the images have been provided, including their
employing organisation and contact details

. The date and time covered by the images and the cameras on which they have been
captured

. The details of any individuals visible on the images

. The person releasing the images.

Information stored on the system constitutes personal data as defined by General Data
Protection Regulation 2018 (GDPR). An individual may ask to see images of them self through
a subject access request under the Act. Such requests will be dealt with in line with the Data
Protection Policy.

There will be no disclosure of recorded data to third parties other than to authorised
organisations such as the police and others given permission by the the Principal/Head
teacher/Head of School for a specific purpose, for example other investigations (see 4.5).

Retention

Images recorded by the system will not be kept any longer than is necessary and for a
maximum of 60 days except in circumstances such as where a law enforcement body is
investigating a crime, the footage is required for insurance purposes or as part of an ongoing
investigation. In such cases these images will be downloaded and secured in the safe. Access
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to this safe is limited to the Schools/College ICT Team. A record of any images kept for such
purposes will be logged by the Schools/College ICT Team.

Maintenance of the System

The Schools/College ICT Team will check and confirm the efficiency of the system on a regular
basis. In particular they will ensure that the equipment is properly recording, that cameras are
functional, that image quality is suitable for the purpose for which it is intended and that the
date and time stamp on the images is accurate. These checks will be recorded and held by
the Schools/College ICT Team.

Any maintenance, planned or unplanned, will be recorded in the Trust ICT logs as will any
alterations to the CCTV system. In the event that the CCTV system is altered, for example if
further cameras are added, then this policy will be reviewed to ensure it is still up-to-date and
accurate.

Breaches of the Code

Any breach of this Policy by Trust staff will be initially investigated by an officer appointedby the
Headteacher/Head of School and may be dealt with under the Trusts’ Disciplinary Policy. In
the event of a serious breach, which may constitute a criminal offence, the matter will be
referred to the police prior to an internal investigation being instigated.

Any complaints about the operation of the CCTV system should be addressed to the
Headteacher/Head of School and dealt with under the School’s complaints procedure.

Staff Guidance and Training

All staff will be made aware of the CCTV Policy and it will be published on the Northern Arch
Learning Partnership website.

Staff authorised to operate the system and view images will be provided with guidance and
training on their obligations under this Policy and recognising subject access requests. Staff
must confirm their understanding of the Policy and the requirements of the General Data
Protection Regulation 2018 (GDPR) and the Information Commissioner’s Code of Practice. A
declaration form is attached at Appendix 1 for this purpose.

Staff must update the Trust’'s CCTV access log on each occasion they access/view the system
and confirm:

. The date and time images were viewed

. The details of the person viewing the images and any other present

. The date and time covered by the images and the cameras on which they have been
captured

. The details of any individuals visible on the images

. The purpose for accessing the system.



9. Review of the Policy

9.1 The Policy will be subject to review periodically, but at least bi-annual, to include consultation
as appropriate with relevant parties.



Appendix 1

| confirm that | have received, read and understand the Northern Arch Learning Partnership
CCTV Policy. lunderstand that:

The purpose of the Policy is to ensure the operation of CCTV systems complies with the
General Data Protection Regulation 2018 (GDPR), the Information Commissioner's CCTV
Code of Practice and other relevant legislation;

That images captured by the system are personal data under the Data Protection Act and
the provisions of this act apply with regard to processing information obtained from the
system;

| should not allow any unauthorised person to view images from the system or share my
login and password with anyone;

I should not direct cameras at an individual, their property or a specific group of individuals
unless for the purposes detailed under the policy;

Materials or images secured as a result of CCTV may not be used for any commercial
purpose or released to the media. Any requests for images will be dealt with in line with
the Trust/Schools Data Protection Policy;

Breach of the Policy by School staff will be investigated and may be dealt with under the
Disciplinary Procedure
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